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1. General

The Ethernet standard is widely used in industrial and commercial applications, and the scope is also
expanding to automotive applications. Automotive Ethernet protocol standards are standardized as
IEEE (Institute of Electrical and Electronic Engineers) 802.3bw for 100BASE-T1 and IEEE 802.3bp for
1000BASE-T1.

In addition to these standards, EMC requirements have been added by the OPEN (One Pair Ether-
Net) Alliance consortium and published as specifications.

Furthermore, the IEC (International Electrotechnical Commission) has standardized the EMC test
methods for Ethernet Transceivers as IEC 62228-5, and this standard includes requirements for ESD
protection devices used in Ethernet applications. The contents are almost the same as the OPEN
specifications.

This application note explains basic ESD items and ESD protection devices for Ethernet applications.
It also is explained the EMC test requirements for ESD devices by the Open Alliance and IEC.

2. ESD

2.1. What is an ESD?

Static electricity is the charge generated on the surface of dielectric materials. Static electricity is
discharged when positively and negatively charged objects are brought into contact with or close to each
other. This phenomenon is called an electrostatic discharge (ESD). When a charged human body touches
an electronic device, the resulting ESD can be several thousand volts.

2.2. System level tests.

This test is designed to ensure that electronic systems will not be degraded or destroyed by ESD in
the everyday environment.

@ IEC 61000-4-2 (ESD immunity test: Human body model)
As is the case with the HBM (Human Body Model) , this test simulates a discharge that might be
released from a charged human body. Two methods are used for ESD testing.

+ Direct discharge: Tests a discharge that might occur when a human directly touches an exposed
metal surface of a system or a device.

- Air discharge: Tests a discharge that might occur between a device under test (DUT) and a
discharge gun through an air layer when the surface of a system or a device is coated with resin or other
coating materials.

These ESD tests are stipulated in IEC 61000-4-2.
Toshiba’s ESD protection (TVS) diodes are tested using both the direct and air discharge methods.
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Figure 2-1: IEC 61000-4-2 test
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@ IEC 61000-4-5 test (Surge immunity test)

Also known as a lightning surge test, a surge immunity test models voltage and current surges
induced by a nearby lightning strike. This test also includes transient switching phenomena such as a
sharp load variation and a load short circuit that might occur when the power switch is turned on. IEC
61000-4-5 test is the most stringent system-level surge immunity test in terms of the level and cycle
time of the surge current applied. The surge immunity test is stipulated in IEC 61000-4-5.
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Figure 2-2: IEC 61000-4-5 test
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2.3. ESD protection diodes

This section describes the operation of ESD protection diodes. While no ESD pulse is being introduced
into a system (i.e., while a system is in normal operation), ESD protection diodes should ideally be
disconnected from a device under protection (DUP) so as not to affect its operation. The cathode and
anode of each ESD protection diode are connected to a signal line and GND respectively as shown below.
When ESD protection diodes are connected in this manner, they do not act as transient voltage
suppressors while a system is in normal operation. When an ESD pulse is introduced into the system, it
1s necessary to ensure that ESD protection diodes conduct to prevent the ESD pulse from reaching the
DUP. From the connector, the ESD protection diodes and the DUP can be seen as being connected in
parallel. It is therefore important to ensure that ESD protection diodes have low impedance so that
most of the ESD energy is shunted through the ESD protection diodes.

Normal Current flow in the event of an ESD
2t = DUP B 1 : DUP
p— : ' ! Driver IC, —= }‘ =T . Driver IC,
" 3 f:' controller, etc. —I J '55'] ‘ controller, etc.
Connector —| - -...\\ - Connector e s GHND
ESD Protection Diodes ESD Protection Diodes

; - . Figure 2-3: System operation in the event of
Figure 2-4: Normal system operation an ESD strike

Ranges of operation in
the event of an ESD
strike

Current

Reverse breakdown
voltage (Ver)

Voltage

Forward voltage (V¥)

Normal operation

s

Reverse Forward
direction direction

Figure 2-5: Conductive (on) and non-conductive (off) states of an ESD
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2.4. ESD protection devices within the Automotive networks

Multiple communication standards have been established as a means of communication between
ECUs and devices in vehicles, depending on the characteristics required for communication, maximum
communication speed, amount of data, etc. Based on each communication standard, it is necessary to
select an ESD protection element with appropriate withstand voltage and capacitance between
terminals. Figure 2-6 shows the selection criteria for each communication protocol.
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Figure 2-6: Selection of ESD protection diodes according to the application. (Frequency)

3. Automotive Ethernet EMC Requirement

The Open Alliance, an in-vehicle Ethernet standardization consortium, has formulated and published
the following specifications regarding EMC requirements. (You can download them from the Open
Alliance website below with the License Agreement. https://www.opensig.org/Automotive-Ethernet-
Specifications/)

100BASE-T1 EMC Test Specification for Common Mode Chokes
100BASE-T1 EMC Test Specification for Transceivers
100BASE-T1 EMC Test Specification for ESD Suppression Devices
1000BASE-T1 EMC Test Specification for Common Mode Chokes
1000BASE-T1 Transceiver EMC Specification

1000BASE-T1 ESD Device Test Specification

In addition, the following international standards have been published for EMC evaluation of
automotive Ethernet transceivers.

TEC 62228-5 Integrated circuits — EMC evaluation of transceivers — Part.5: Ethernet transceivers
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This standard defines test conditions, test methods, setup, etc. for 100BASE-T1, 100BASE-TX, and
1000BASE-TX. Since these characteristics greatly affect the EMC performance of the transceiver, the
following Annex requires that the characteristics of the components used be checked before testing.

Annex E: Characterization of common mode chokes for EMC evaluation of Ethernet transceivers

Annex F: Characterization of ESD suppression devices for EMC evaluation of Ethernet
transceivers

As part of the EMC evaluation standard for transceiver ICs, IEC standards require EMC
characteristics for CMC and ESD protection elements used during testing. These test requirements are
almost equivalent to the Open Alliance specifications.

3.1. Recommended circuit example by OA

The example of recommended circuit by Open Alliance is shown in Figure 3.1.

ESD
Device 100 nF

BI_DA+ O | |

a Il
BI_DA- O 11 1000BASE-T1
100 nF Transceiver

vo ][]

100BASE-T1
or

3[¢| 2

4.7 nkF jfg 100 kQ

Figure 3-1: recommended circuit example by Open Alliance

3.2. Evaluation of general parameter in the datasheet

The following parameters of ESD suppression device shall be ensured and documented in the
datasheet.

Table 3-1: Target values for ESD suppression device

Parameter Target values

Working direction Bi-directional

Operation voltage (Vbcmax) =24V

ESD trigger voltage 2100 V

ESD robustness +/- 15 kV contact discharge for unpowered device

using discharge module according to ISO 10605
(discharge storage capacitor 150 pF. discharge
resistor 330 Q)

Minimum number of discharges 1000 times
TLP characteristics according to I/V characteristics
IEC 62615
©2023 8 2023-11-15
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4. EMC tests for ESD suppression devices

4.1. general

EMC testing of Ethernet networks is performed on networks that use ESD protection devices based
on actual applications, so it is required to check the characteristics of a single ESD protection device
that will not deteriorate the EMC characteristics of the entire network.

The following four tests are defined as characteristics evaluation methods.
+ Mixed mode S-parameter measurement

+ ESD damage test

+ Clamping effect during RF immunity test
- ESD Discharge Current measurement on 100(0)Base-T1 network

These measurements are performed using a network assuming a 100BASE-T1 or 1000BASE-T1

MDI interface.
[ B .=
1 .
1 Transceiver Block VDD, { Vour) :
1 ESD DC cMC + ¢ I
Device Block L | 1
100{0) BASE-TI MBI 11t ! Power :
1} LA TRY-P  [riter | [Trans ||Fiter 1
11 Fovovey TRXN (Option) | ceiver 1
- Fitter
C (O ption )| KMI!. :
1
1
Ry Ra 1
1
1
Termination :
1 1
G3 I R 1
1
1
i
Vaa 1
GND i
Supply :
Tecy i
1Connector I
ol

Figure 4-1: Arrangement example of ESD protection device with 100 Base-T1/1000 Base-T1 MDI interface

4.2. Mixed Mode S-parameter measurement

For Mixed Mode S-parameter measurement, prepare a dedicated test board and VNA. Check the
effect of ESD protection device onto the signal characteristics. The test setup is shown in Figure 4-2.

]

VNA

Test Fixture

DUT

Figure 4-2: setup for S-parameter measurement
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The parameters and frequency ranges to be measured are as follows: 10 samples are measured
and recorded of each item.

3 ports measurement

Ssd21 (DCMR) Logarithmic magnitude in dB 1 MHz -1 GHz
4 ports measurement

Sdd11 (RL) , Logarithmic magnitude in dB 1 MHz - 1 GHz
Sdd21 (IL) , Logarithmic magnitude in dB 1 MHz - 1 GHz

* Note : Frequency ranges in IEC standards are defined from 0.3 MHz to 1 GHz.
4.2.1. Test procedure and parameters of Mixed Mode S-parameter measurement

Port settings during measurement are shown in Figures 4-3 and 4-4.

DUT

_o
Port1 Port2
ﬂ

1

+ Portl, Port2 50Q InputImpedance

Figure 4-3: setup and port definition for 4-port measurement board

DUT g -a090

H R; =200 2
Port1 : E]—:I—o Port2
J_ R, =49.9 Q@

» Portl Differential mode input, 50Q InputImpedance
»  Port2 Common mode output, Symmetrical single ended network 200Q Impedance

Figure 4-4: setup and port definition for 3-port measurement board
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4.3. ESD damage test
4.3.1. Test setup

For ESD damage test, compare the S-parameters before and after applying ESD pulse to check
the effect on signal characteristics. The test setup is shown in Figure 4-5. The requirements for the
testing system are as follows:

ESD Gu ESD Test Board Fixture

P
e ‘
NG Surface connectign
et ﬁr ESD Test Board tg Fixture

> 7 Surface connectipn
T Fixture to Ground Plane

ESD Test Board

Ground Plane
(Minimal 0.5 m x 0.5 m)

Figure 4-5: setup for ESD damage test

Minimum 0.5 m x 0.5 m reference ground plane
Reference ground plane connected to laboratory ground
ESD Generator ground connected to reference ground plane

Connect the test board to the reference ground brain with a low impedance of 25 mQ or
less.

ESD Generator applies directly to points on the board
Connection from the application point to the ESD protection element at 15 mm-0/+5)

To reduce parasitic coupling through the ESD Generator space, it is recommended that
components be placed on the opposite side of the application plane and placed within a
metal test fixture.

4.3.2. Test procedure and parameters for ESD damage test

For the test, an ESD gun generates a contact discharge at the application points (DP1 and
DP2) on the test board. 3 samples are measured and recorded.

The test procedure is as follows:

1) Measure S-parameter before applying ESD discharge

2) Apply £8 kV 20 times at 5 second intervals to discharge point 1 (DP1)

3) Apply £8 kV 20 times at 5 second intervals to discharge point 2 (DP2)

4) Evaluate the impact based on criteria

5) Apply £15 kV 20 times at 5 second intervals to application point 1 (DP1)
6) Apply £15 kV 20 times at 5 second intervals to application point 2 (DP2)
7) Evaluate impact based on criteria

© 2023 11 2023-11-15
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Criteria for determining the ESD damage.
1) S-parameter measurement Sdd11 and Scd21
Deviation within 1 dB in frequency band below 200 MHz

2) S-parameter measurement Sdd21
Deviation within 0.1 dB in frequency band below 200 MHz

4.4. Unwanted clamping effect at RF immunity tests
4.4.1. Test setup

To confirm that clamping of the ESD protection element does not occur during immunity testing,
we conduct tests using an RF generator, RF amplifier, and RF power meter (with bidirectional

coupler).

RF Generator

RF Generator

RF Amplifier

RF power

RF Power Meter Analyzer
Directional

Coupler D
Test Board
—_— I

RF attenuator
50Q

[}

MDI Test
Network
wWith DUT

Figure 4-6: Test setup for RF clamping test at ESD suppression device

4.4.2. Test Procedure and parameters for RF clamping test

For unwanted RF clamping test, an interference RF power is applied to the MDI test network
according to Figure 4-7.

MDI Test Network
|

RF Generator DuUT CMC RF Attenuator
(509Q)

(50Q)
= § = =
P_In J_ P_Out

Test Board

Figure 4-7:Test circuit for ESD clamping
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The test procedure is as follows:

1) Measured based on CMR (Common Mode Rejection) when 20 dBm is applied.
2) Measure CMR after Class 1 level injection

3) Measure CMR after Class2 level injection.

4) Measure CMR after Class3 level injection.

Evaluation criteria
The CMR after injection must change within 1 dB from the reference value when 20 dBm is
injected.

4.5. ESD Discharge Current measurement
4.5.1. Test setup

For ESD Discharge current measurement, evaluate the residual current flowing through the
transceiver PHY when ESD is applied. The test setup is shown in Figure 4-8. The requirements for
the testing system are as follows:

ESD Test Board Fixture D DSO

/

Surface connectipn
50Q 500
" ESD Test Board t¢ Fixture

] {
1
LT
. RF Coax
MDI Test Netwo Connector RF Attenuator
With DUT (50Q)

Surface connectipn
| Fixture to Ground Plane

ESD Test Board

Ground Plane
(Minimal 0.5 m x 0.5 m)

Figure 4-8: Test setup for ESD Discharge Current measurement

Minimum 0.5m x 0.5m reference ground plane

Reference ground plane connected to laboratory ground

ESD Generator ground connected to reference ground plane

Connect the test board to the reference ground plane with a low impedance of 25 mQ or less
ESD Generator applies directly to points on the board

Connection from the application point to the ESD protection element is 15 mm (-0/+5)
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4.5.2. Test procedure and parameters for ESD Discharge current measurement

For the test, mount the MDI test network on the test board as shown in Figure 4-9, and measure
the current with an oscilloscope when the ESD voltages are applied. 3 samples are measured and
recorded.

Applied voltage: £3 kV, +5 kV, 6 kV, +7 kV, £15 kV
Evaluation criteria: The current value after through the network must be below the limit.

I
ESD Test Board

|
|
I
Transceiver CMC DC ESD 1
Simulation Block Device i
Network L, C, I
&1 | |— —o0 pP1 !
b—: aaacu) —O DpP2 I
| G 1
I [
I B [
I Ry [] R I
| T |
I [
i CM I
1 |  Termination 1
| A4 i
| G i
I [
I [
I [
I [
|

Figure 4-9: Test circuit for ESD Discharge Current
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